This article discusses how social media research may benefit from social media companies making data available to researchers through their Application Programming Interfaces (APIs). An API is a back--end interface through which third party developers may connect new add--ons to an existing service. The API is also an interface for researchers to collect data off a given social media service for empirical analysis. Presenting a critical methodological discussion of the opportunities and challenges associated with quantitative and qualitative social media research based on APIs, this article highlights a number of general methodological issues to be dealt with when collecting and assessing data through APIs. The article further discusses the legal and ethical implications of empirical research using APIs for data collection.
collaboration or affiliation with the social media company who owns the data, APIs are publicly available. Instead of having to involve the company to get them to deliver data, through the API researchers can themselves collect relevant data from the data pond made available by the company. However, whereas raw log files can reliably deliver all data for all users to the researcher (e.g., including time spent on the service, privacy settings, friending history, and the click-behavioural patterns of the users), API--based research suffers from a lack of transparency regarding the data output and quality, which may significantly weaken the research. To be sure, while social media APIs make data publicly available, they are not open in the sense of giving full and unlimited access to the entire database of companies such as Twitter and Facebook.
In this paper we aim to critically review and discuss the opportunities and challenges of using APIs for researchers wanting to study the behavioral patterns of internet users in and across social media services, whether these are publicly accessible, or by default require user authentication and allow for the users to further install privacy measures to protect their profiles from public scrutiny. In other words, what are the methodological challenges of getting access to and Lomborg, S: & Bechmann, A. (2014) Using APIs for data collection on social media. The Information Society, vol. 30(4) [Post--print version] . 4
analyzing data on social media through APIs, and how can these challenges be dealt with?
To address these questions, first, we provide a brief review of social media research that uses APIs as tools for data gathering, to indicate the span of opportunities for working with this kind of data. Whereas most existing research is quantitative, we suggest that there is ample potential for qualitative research as well. We then map and critically discuss the territory of methodological challenges for using APIs in social media research and discuss the broader context of legal and ethical issues involved when studying social media through APIs in a European context.
To exemplify the methodological challenges and ethical issues we use Facebook and Twitter as key instances of social media that make data available for researchers through their APIs. Facebook and Twitter are the most widely diffused social media in an international perspective (Serrano 2011). 1 The two services differ in an important respect with regards to data retrieval from the API. Twitter is public by default and profiles are accessible also to non--members of the service. Facebook is for a large part a fenced--off service. That is, while some profiles are publicly accessible, many users deploy various privacy settings offered by Facebook to restrict access to their profiles. Whereas many challenges of using APIs for research are similar across services, there are differences between social media services in the way their APIs are structured and what they give access to. The unique challenges of Facebook and Twitter are to some extent reflected in this article's main points. However, we try to keep the analysis on an abstract level that comprises the general use of APIs for empirical social media research.
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Overview: Existing studies using APIs as a research tool
A research strategy that is currently in the vogue is the use of APIs to extract large amounts of behavioral data on social media use. In quantitative research, this involves, for instance, harvesting and analyzing so--called 'big data' (e.g. five billion sample of tweets in order to examine the use of links on Twitter.
Moreover, network analysis based on API data has been used to visualize thematic threads in the network and analyze the social connections and/or the diffusion of tweets (e.g., Ausserhofer and Maireder 2013; Bruns and Burgess 2012 Twitter conversations with specific emphasis on the @reply sign as a marker of addressivity and interactional coherence between tweets.
In addition to such studies collecting data directly from APIs, APIs have also been used as a sampling tool for survey--based studies of social media. For instance, in their study of uploaders' expectancies and audience feedback, Courtois, Mechant and Marez (2011) used the Google data API to sample YouTube users who had uploaded content to the service.
Most social media research using APIs relies on publicly accessible data that is accumulated on social media services, typically using specialized software scripts to access, collect and process sampled data from the API. In contrast to API--based research, a few studies examine total populations of given social media services. For example, Kwak and colleagues (2010) Society, vol. 30(4) [Post--print version]. 10 API data. These raise a number of additional issues for researchers, including an increasing need for funding and for collaboration with companies. Many of these issues are of a more practical nature, although they intersect with general questions of methodology, legal considerations and ethics, which are discussed in the subsequent sections.
Methodological issues: generalization, validity and reliability
In this section, we address a set of key methodological challenges of using APIs for research by considering the foundational issues of validity, reliability and generalization.
Sampling and constraints on generalization: Access to what and whom?
Twitter, Facebook and other social media companies' way of structuring their APIs set limitations on how researchers can construct their studies and what they can investigate through APIs as methodological tool (Bechmann and Vahlstrup 2013) . In order to assess the value of data from APIs in empirical research, it is necessary to consider what types of user data it is possible to collect -and by extension, what kinds of users APIs can help us study. In Bechmann and Lomborg (2012) we argue that social media research may benefit from a nuanced and critical reflection on the different actor roles that users may take on in their engagement with social media services -for The explicit address of basic sampling biases creates transparency and thereby enhances the credibility of the empirical study.
Validity and data quality: Asking 'What' rather than 'why'
The large amount of data to be collected through the APIs may indeed inform us about the qualitative question 'what' users are doing, but does not say much complemented with other types of data, for instance, interviews and observations, to get a richer, contextualized understanding of social media use.
One additional, crucial aspect of the assessment of validity of data collected from the API is the nature of basic user data entered to social media profiles. Such data is self--reported, which may distort the validity of the data set, for instance, if the user enters false information, or when fake profiles and spambots are included (cf. Karpf 2012). However, the validity of self--reported data is not unique to research based on data from APIs, but is a general challenge for empirical research.
Reliability: Software and API design structures
Related to the issue of sampling and representativeness, and the lack of transparency in API data, a third challenge in using APIs for research concerns reliability. The usefulness of APIs for researchers is very much dependent on the Most of the data appears to be highly mundane (i.e. everyday musings, tastes and small talk). However, the researcher does not know at the time of retrieval if seemingly mundane data will come to contain highly sensitive information at a later point in time. The lack of clarity as to the sensitivity of personal data demands that researchers should be careful concerning the legal procedures of data collection and handling, but also calls for ongoing reflection and transparency concerning the ethical procedures and choices that are part of the research project.
At the same time the research community has to accept that the legal procedures are executed differently for different regions (e.g. Institutional
Review Boards and National Data Protection Agencies) with a potentially different focus on the possible threats to participants in social media research projects. These differences may create obstacles for cross--cultural research on specific social media services, drawing on data from APIs. Accordingly, researchers may have to recognize and adjust to different interpretations of what is sensitive data in different regions, for example, sexual orientation, religion, and politics (Ess 2009; see also Bechmann 2014) . Furthermore, the legal and ethical guidelines of different regions are typically modelled in response to quantitative approaches. This may make rich, contextualized API datasets for Lomborg, S: & Bechmann, A. (2014) Using APIs for data collection on social media. The Information Society, . 19 qualitative analysis difficult to collect and handle according to legal and research ethical requirements.
Concerning ethics, the use of APIs as research tools is characterized by a high degree of access to the user data patterns, which may lead to an unwanted and unforeseen exposure of private data for the participants. This raises a set of key ethics questions to be considered. For instance, how can we ensure that participants are adequately informed and protected when collecting data from APIs? How much of the identifiable data can we cite or use as illustrative patterns when publishing? We contend there are no final answers to these questions. Rather, they must be carefully considered in the context of any concrete research project using APIs.
As argued by the Association of Internet Researchers (Ess and AoIR 2002;
Markham and Buchanan 2012), ethical issues may vary with the research question, scope of data collection, and whether the intended analysis is centered on qualitative, in--depth examination of individual users, or is based on quantitative analysis of aggregates of users. That is to say, ethical judgment must be based on the case at hand, rather than one--size--fits--all criteria. At the same time, however, two general challenges concerning research ethics arise from using APIs, namely the questions of informed consent and anonymization of data in the processes of collecting and analyzing data and publishing findings.
Informed consent
The issue of informed consent in social media studies has two layers: one concerns the informed consent that users give to the service providers, the other concerns the specific use of personal data for research purposes.
Lomborg, S: & Bechmann, A. (2014) Using APIs for data collection on social media. The Information Society, vol. 30(4) [Post--print version]. 20
As Neuhaus and Webmoor (2012) argue, when users sign up for a social media service, they have to accept the terms of use, often implying letting the service provider use their information to improve and monetize their product.
Researchers make use of this informed consent when accessing the data through the API. On Facebook the researcher need to ask for additional permission to collect data whereas this is not the case on Twitter, owing to their statuses as semi--private and public by default services.
On top of the consent granted to the service provider, researchers would normally be required to make an informed consent agreement with the users to participate in a research project (e.g. as requested by IRBs in the U.S. or National Data Agencies in the EU). That is to say, the issue of whether to ask participants for their consent to a research project does not per se disappear just because the data is made publicly available by the service provider and can be collected by a 'hidden observer'. To be sure, whether to ask for participants' permission before retrieving their data from the APIs of social media depends on the research purposes and types of analysis involved, but a few general points can be made.
Even though API research often involve studying mundane everyday communication, the construction and analysis of social media logs over an extended period constitutes a challenge, especially for qualitative research which may involve a close tracking of identifiable persons' online activities: who they talk to, to whom they are connected, their cultural tastes and preferences, and so on. We may find cases where researchers prove to know more about the activity of the users and the public visibility thereof than the users themselves do.
Indeed, the accumulated data on user behaviour over time may be experienced as highly personal, because it enables a close--up analysis of individual users.
Lomborg, S: & Bechmann, A. (2014) Using APIs for data collection on social media. The Information Society, . 21
Hence, in order to respect human subjects' perceived privacy, we contend that that seeking informed consent before collecting data would -at least in qualitative studies -is not only a legal matter, but also advisable from an ethical point of view (cf. Bechmann forthcoming; Lomborg 2012).
However, asking for informed consent is not a straightforward matter, even The Information Society, vol. 30(4) [Post--print version]. 22 because there is a greater distance between the analysis being made and the actual users involved in the data sets (i.e., the individual user is tracked less closely and with fewer data points, whereas as the number of users involved is increased). Instead, the legal and ethical challenges in quantitative studies using APIs often revolve around how data is anonymized both to the researcher and when presenting results.
Anonymization
Whereas the question of informed consent is principally raised in the process of collecting data, anonymization specifically ties in with data processing and publication. In qualitative studies, anonymization is difficult as the purpose of these studies is to dig deeper into the material and understand one single profile The challenges associated with anonymizing data collected from the API have implications not only for the sharing of datasets among researchers, but also for the kinds of analysis published based on this material. For example, in network analyses of structural patterns of connectivity and conversation amongst users, the information and analytic depth that may be contained in disclosing the users behind individual nodes must be weighed against the risk of violating their privacy expectations.
Conclusion: Tracking meaningful data paths from social media APIs
We have raised a critical discussion of some of the key methodological Notes 1 Even though Facebook has many public profiles that can be crawled a majority of Facebook users have private profiles with customized privacy settings that only makes content visible to a selected group of friends or limited network. In contrast, Twitter is public by default, that is, most
Twitter profiles are publicly accessible online, and do not require readers to identify themselves through a login and password to access the posted tweets. As cases in this article, Facebook and
Twitter thus represent a semi--private and a public social media service, respectively.
Furthermore, communication on Twitter is in a sense more distributed than on Facebook, as any given user's tweet is archived on the user's own profile, whereas on Facebook users can write on one another's profiles. 
